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What is GDPR

The General Data Protection Regulation (GDPR), is a new set of data privacy laws that require

businesses to prioritize the protection and privacy of personal data belonging to European 

Union (EU) residents.

The purpose of this presentation is to outline how Nox Medical‘s products can be implemented 

in security policies within organizations. 

Security policies are implemented within most organizations and this document will help IT to 

understand how Nox Medical’s products impact their policies. 



Overview

Nox Recorders

The Nox T3 and the Nox A1 (Nox Recorders) store patient data on the device. When a sleep 

study is prepared, there is patient demographic information (name etc.) stored on the Nox 

Recorder. The recorder stores the data in an encrypted form.

Nox C1 Access Point 

The Nox C1 is a network access point which does not store any data. 

Noxturnal 

Noxturnal is the analysis software needed to view and score the physiological signals recorded 

with the Nox recorders. 



Windows Security Policies 

Noxturnal software is not a native database.

Users can configure Windows to know who has accessed and changed patient information.

This is done through the organization‘s security policy and Windows Domain Controller 

Key elements of such a policy are: 

• No shared access, logins or passwords on any computer. 

• Each user must have a unique login and secret password when working on a 

computer belonging to the organization. 



https://support.noxmedical.com/hc/en-us/articles/360000583834-Implementing-Nox-Medical-Products-in-Security-Policies

https://support.noxmedical.com/hc/en-us/articles/360000583834-Implementing-Nox-Medical-Products-in-Security-Policies


Configuration Standalone Workstation 

1.) Download and unzip the files found on Nox Medical‘s website under "Implementing Nox 

Medical Products in Security Policies”, including these instructions. 

2.) Enable Advanced Policies in Local Security 

Settings 

- Open Control Panel 

→ System and Security

→ Administrative Tools 

→ Local Security Policy

- In Security Options under Local Policies 

open the “Audit: Force audit policy

subcategory settings” and select “Enabled”



3.) Create the folder to be used for data collection “C:\NoxturnalFileAccess”

Extract NoxturnalAudit.csv and ImportAuditPolicy.bat to C:\NoxturnalFileAccess folder.

4.) Right click the ImportAuditPolicy.bat file and click “Run as Administrator”. 

The Audit Policies have now been applied

Configuration Standalone Workstation 



5.) Assigning File Audit Permissions to the Noxturnal Data Folder (The folder with Sleep Recordings)

Right Click the Noxturnal Folder -> Properties -> Security Tab -> Advanced -> Auditing Tab -> Continue

Configuration Standalone Workstation 



6.) Click Add and create "Everyone" 

Configuration Standalone Workstation 



7.) Select “Show advanced Permissions” 

Add the following ACL with checkboxes checked 

• List folder / read data

• Create files / write data

• Create folders / append data

• Delete subfolder and files

• Delete

Configuration Standalone Workstation 

The File Audit ACL‘s are now set and 

Security EventLog is recording all file read 

and write access.



8.) Adjust script configuration and setup Scheduled Task

Unzip the ReportNoxturnal.ps1 script file and CreateTask.bat to C:\ NoxturnalFileAccess folder 

If studies are being saved in a file server:

Edit the C:\NoxturnalFileAccess\ReportNoxturnal.ps1 and set the $server variable.

If running the script on the fileserver $server should be unset.

Adjust CSVFile according to needs.
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9.) Create a Scheduled Task

Right click the CreateTask.bat and select „Run As Administrator“.

This will create a task named Noxturnal File Auditing“ and can be modified in Task Scheduler to run at 

the desired hour of day. 

The CSV File will now append file 

access data once daily for later 

processing with Excel or SQL 

database. 
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The task named Noxturnal File Auditing can be modified by accessing properties. 

Importante to confirm / adjust the Conditions and Settings

Configuration Standalone Workstation 



THANK YOU


